HNudopmanmonHas namMsTKa I/isi HeCOBEPILICHHOJICTHHUX 10 BOIPOCaM
KHOep0e30nacHOCTH

B ceru «HTEepHED

KoMnbloTepHBIE BHPYCHI

KoMIbroTepHbIii BUPYC - 3TO Pa3HOBHIHOCTh KOMITBIOTEPHBIX MPOTPaMM,
OTIMYUTEIHHON OCOOCHHOCTHIO KOTOPOU SIBIISIETCS] CIOCOOHOCTH K Pa3MHOXKEHHUIO
(konupoBaHHIO). B nomonHeHne K 3TOMy, BUPYChl MOTYT ITOBPEAUTH WA
MOJIHOCTBIO YHUUTOXKUTb BCe (Dailiibl U JTaHHBIE, IOJKOHTPOJIbHBIE 0JIb30BATEIIO,
OT UMEHH KOTOPOro ObLIA 3alylieHa 3apaxEHHAsl IPOTPaMMa, a TAKXKE MOBPEIUTh
WIM 1a)K€ YHUUTOXKHUTH ONEPAllMOHHYIO CUCTEMY CO BceMH (paitiamu B esiom. B
OOJBIIMHCTBE CIIyYaeB PACHPOCTPAHSIIOTCS BUPYChl YEPE3 UHTEPHET.

MeToabl 3alIIUTHI OT BPEIOHOCHBIX IPOrPAMM:

1. Hcnonb3yil cCOBpeMEHHbIE OllEpallMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIN
YPOBEHb 3aIIMUTHI OT BPEJOHOCHBIX IPOTPaMM;

2. ITloctosiHHO ycTaHaBnuBaii natyu (IU(GPOBHIE 3aIUTATKH, KOTOPHIE
aBTOMATUYECKH YCTAHABIMBAIOTCA C LEJIbI0 JOPaOOTKU MPOTrpaMMbl) U APYTHE
OOHOBJIEHUS CBOEH ONepallMOHHON cucTeMbl. CKauMBail X TOJIBKO ¢ O(UIIHATIBHOTO
caifra pazpadotunka OC. Ecnu cyimiecTByeT pexxuM aBTOMaTHYECKOr0 OOHOBJIEHUS,
BKJIFOYH €T0;

3. Paboraii Ha cCBOEM KOMIIBIOTEpE TIOJT TPaBaMU ITOJIH30BATENS, a HE
aJIMUHHUCTPATOpPa. DTO HE MO3BOJIUT OOJBIIUHCTBY BPEJJOHOCHBIX IPOrpaMM
WHCTAJNIMPOBATHCS HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;

4. Hcnonb3ylh aHTUBUPYCHBIE TPOrPAMMHBIE TPOYKThI U3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpanundb GU3MYECKUI TOCTYN K KOMIBIOTEPY AJI1 MOCTOPOHHUX JIUIL;

6. Hcnonb3yii BHENIHME HOCUTENTN MH(DOpMAIINH, TaKKe KaK (Ierika, TUCK Wi
¢aiin u3 utepHeTa, TOIBKO U3 TPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIiBaii KOMIIBIOTEPHBIE (hANIIBI, TOJYYCHHBIC U3 HEHAIEKHBIX
UCTOYHUKOB. Jlaxe Te (ailibl, KOTopble Mpucial TBOW 3HaKOMbIH. Jlyurie yTouHu y

HCTO, OTIIPABJIAII JIX OH TeOe HX.

Ceru WI-FI




C nomomsto WI-Fi MoxHO 1OITyduTh OECIUIATHBIN HHTEPHET-IOCTYII B
OOIIIECTBEHHBIX MeCTax: Kade, OTeNsAX, TOProBhIX LIEHTpaxX U a’dponopTax. Tak xe
ABJISIETCS] OTJIMYHOM BO3MOXKHOCTHIO BbixoJia B UHTepHeT. Ho MHOTHE 3KCTIEpTHI
CUYHUTAIOT, yTO o0menocTynHbie WiF1 ceTu He SBISIOTCS O€3011aCHBIMU.

CoBeTbl 10 0€30MACHOCTH PA0OTHI B 0011e10CTYNHBIX ceTsix Wi-fi

1. He nepenasaii cBoro JuuHyt0 HHGOpMaIuio yepes odmeaoctynusie Wi-Fi ceTn.
PaboTas B HUX, *enaTelbHO HE BBOAUTH MApOJIH JIOCTYIIA, JOTUHBI U KAKUE-TO
HOMeEpa;

2. HWcnonb3yit u 0OHOBJISIH aHTUBUPYCHBIE TPOrpaMMbl U OpaHaMaysp. Tem cambiM
Thl 00€30TacHIlb ce0s OT 3aKauyKU BUpYyca Ha TBOE YCTPOMCTRO;

3. Ilpu ucnonb3oBannu Wi-Fi otkmoun Gynkumio «O0muid 10cTym K (aiinam u
npuHTepam». JlanHas GyHKIMS 3aKPhITA [0 YMOJTYAHHUIO, OJTHAKO HEKOTOPbIE
MOJIb30BATENIM AKTUBUPYIOT €€ JIJIsl y100CTBA UCIIOJIb30BaHUs B paboTe win yueoe;

4. He ucnonw3yii myonuunsiii WI-FI st nepenaun AMYHBIX TaHHBIX, HAIIPUMED,
JUISl BBIXOJIa B COLIMAJIBHBIE CETH WJIM B DJICKTPOHHYIO TIOUTY;

5. Hcnonw3yii ToabpKo 3amuiieHHoe coenunenue yepe3 HTTPS, a ne HTTP, T.e.
npu Habope BeO-azipeca BBOAM UMEHHO «https://»;

6. B moOmisHOM Tenedone otkimoun GyHkiuio «Ilogkmouenue k Wi-Fi
apTomMathueckn». He nomyckail aBTOMaTHUYECKOIr0 MOAKIIOUEHUS YCTPOUCTBA K CETIM

Wi-Fi 0e3 TBoero cornacus.

ConuajibHbIE CeTH

CoumanpHast CeTh - 3TO CalT, KOTOPHIN MPEAOCTABIISAECT BO3MOKHOCTD JIFOISIM
OCYIIIECTBIIATH OOIICHUE MEXIy cO00l B HHTEepHETe. Yalre Bcero B HUX IS KaXKI0TO
YeJIOBEKA BBIICIISACTCS CBOS IMYHAS CTPaHWUYKA, Ha KOTOPOW OH YKa3bIBaeT O cede
pasTUYHY0 HHPOPMAIINIO, HAYWHAS OT UMEHH, ()aMUJINHU M 3aKaHUYNBAs TMYHBIMU
dhororpadusmu. MHOTHE MTOIB30BATEIM HE TOHUMAKOT, UTO HH(pOpMaIus,
pa3MeleHHass MU B COITMAIIBHBIX CETSAX, MOXKET OBITh HaiIcHa M UCITOJIh30BaHa KeM

yYroaHo, B TOM 4YHCJIC HC 00s13aTeNILHO ¢ OJIarMMHU HaMCPCHUAMMU.

OcHOBHBIE COBETHI 10 0€30MMACHOCTH B COUMATBbHBIX CeTHX:
1. Orpanunub criucok apy3eil. Y 1edst B Ipy3bsX HE TOJKHO OBITH CITyYalHbIX U

HE3HAKOMBIX JIIOJICH



2. 3amuimiai cBOIO YacTHYIO )Ku3Hb. He ykaswiBait maponu, TenedoHsl, aapeca,
JIaTy TBOETO POKIACHUS U JPYTYIO JUUHYI0 HHPOPMALUIO. 3JI0YMBIIUIEHHUKH MOTYT
UCIIOJIb30BaTh J1a’K€ MHPOPMAIUIO O TOM, KaK Thl U1 TBOM POAMUTEIH INIAHUPYETE
IIPOBECTH KaHUKYJIBL;

3. 3ammuiiail cBOIO pemyTaluio - IEep>KU €€ B UNCTOTE U 3ajaBail cede BOmpoc:
X0Ten OBl ThI, YTOOBI APyTHE MOJIB30BATEIN BUJICIH, YTO ThI 3arpyxaeiib? [lomymait,
IPEKIE YEM UYTO-TO OIyOJIMKOBATh, HANKUCATh U 3arPy3UTh;

4. Ecnu Tel TOBOPHILB C JIFOJBMH, KOTOPBIX HE 3HACIb, HE UCIIOJIb3YH CBOE
peaibHOE UMl U JPYTYIO JUUHYI0 HHPOPMALUU: UMsI, MECTO KUTEJIbCTBA, MECTO
y4eObl ¥ IpoYee;

5. MU306eraii paszmenienus pororpaduii B IHTepHeTe, T11€ Thl H300pakeH Ha
MECTHOCTH, I10 KOTOPOU MOKHO OIIPEAEIIUTH TBOE MECTOIIOIOKEHUE;

6. Ilpu perucrpanuu B COIMAIBHON CETH HEOOXOANUMO UCTIOIb30BaTh CI0KHBIE
[apoJIx, COCTOSIIINE U3 OYKB U IU(P U C KOJTUUYECTBOM 3HAKOB HE MEHeEe §;

7. JIns counanbHOM CETH, MOYTHI U APYTUX CAUTOB HEOOXOIUMO UCIIOJIb30BATh
pasHble napoiu. Torna eciau Te0s B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKY TOJIy4aT JOCTYII

TOJIBKO K OJHOMY MCCTY, 4 HC BO BCC Cpa3sy.

DJICKTPOHHDLIE TeHbLI'H

DJIEKTPOHHBIC ICHBI'M — ATO OYEHb YAOOHBIN CIIOCO0 TUIaTeXEH, OJTHAKO
CYIIIECTBYIOT MOIIICHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH JCHBIH.

DneKTpOHHBIC JEHBI'H MOSBIINCH COBCEM HEJTABHO U MMEHHO M3-3a 3TOTO BO
MHOTHX TOCYAapCTBax J0 CUX TOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun e onr QyHKITMOHUPYIOT U O HUX YK€ MPOMKUCAHO B 3aKOHE, TJIE UX
pa3zeNaoT Ha HECKOJIBKO BUIOB - aHOHMMHBIE M HE aHOHUMHEBIE. Pa3HUIIa B TOM, 4TO
aHOHUMHBIE - ITO T€, B KOTOPBIX pa3peliacTcsi MPOBOAUTE omnepaluu 6e3
UJeHTUUKAIINY TTOJIb30BaTEeNs, a B HE aHOHUMHBIX UACHTU(UKAIINH TTOJIh30BaTEIs
SBJIIETCS 0053aTEILHOM.

Taxoke ciaemyer pa3inudarh dJIEKTPOHHbBIC (PUATHBIE TCHBIU (PABHBI
roCyJapCTBEHHBIM BAJIIOTAM) U 3JI€KTPOHHbIE He()UATHBIE I€HbIU (HE paBHBI
rOCyJIapCTBEHHBIM BaTIOTaAM).

OcHOBHBIE COBETHI 0 0€30MaCHO padoTe C 3JIEKTPOHHBIMHY IEeHbIAMH:

1. TlpuBsoku K cueTy MOOMIIBHBIN TenehoH. ITO caMblid yIOOHBIN U OBICTPHII

CrIoco0 BOCCTAaHOBUTH JIOCTYM K cueTy. [IpuBsizanHbIN TeIePOH MOMOXKET, €CITU
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3a0yenib CBOM MIATEKHBINA MAPOJIh WK 3l IEIIh Ha CAUT ¢ HE3HAKOMOTO
YCTPOWCTBA;

2. HUcnonw3yit onHopa3oBsie maposu. [locie nepexoia Ha yCUIIEHHYIO
aBTOpU3AIMIO TeOe yKe He OYJIeT yrpoKaTh OMacHOCTh KPayKU WJIU TepexBarta
IIJIATEKHOTO MapOJIs;

3. Bribepu cnoxusIil maposs. [IpectynmHukaM OyneT He TPOCTO yrajaaTh CIOKHBIA
napoJib. HajexxHsie mapoiam — 3TO NapoJid, KOTOPBIE COJIEPKAT HE MEHEE 8 3HAKOB U
BKJIFOUAIOT B CE0sI CTPOYHbBIE U TIPOIUCHBIE OYKBBI, HU(PPHI K HECKOJIBKO CUMBOJIOB,
TaKUe KakK 3HaK Jojiiapa, pyHTa, BOCKIUIATENbHbIN 3HaK U T.1. Hanpumep, StROng!;;

4. He BBOAM CBOM JIMYHBIC JIAHHBIC HA CaTaX, KOTOPHIM HE JOBEPSEIIb.

DJICKTPOHHAS MOUYTA

DNeKTpOHHAs I0YTa — ATO TEXHOJIOTHS U MPEJOCTABIISIEMBIE €10 YCIYTH 110
NIEPECHUIKE U MOIYUYEHHUIO FIEKTPOHHBIX COOOLIEHUM, KOTOPBIE paclpeAeisiioTcs B
KOMITbIOTEPHOU ceTU. OOBIYHO 3JEKTPOHHBIN MOYTOBBIN SIMIMK BBITJISIUT CJIEIYIOIUM
o0pa3zoM: UMs_TOJIb30BaTENI(@UM_TIoMeHa. Takke KpoMe Iepeaadu MpocToro
TEKCTa, UMEETCsI BO3MOXKHOCTh IIepeiaBaTh (ailiibl.

OcHOBHBIE COBETHI IO 0€30MacCHO padoTe € 3JIEKTPOHHOM MOYTOM:

1. Hano BeIOpaTh NpaBMIIbHBIN TOUTOBKIN cepBuc. B IHTEepHETE €CTh OrpOMHBII
BBIOOp OECIIaTHBIX MOYTOBBIX CEPBUCOB, OAHAKO JIyYIlIE JOBEPSITH TEM, KOTO 3HACUIb
Y KTO IIEPBBIA B PEUTHHTE;

2. He yka3piBait B 1nuHOM nouTe auuHyto nHGopmanuo. Hanpumep, mydie
BBIOPATh «MY3bIKaTbHBIN (panaT@» uim «pok2013» BmecTo «Temal3»;

3. Hcnonb3yit ABYX3TaHYO aBTOPU3ALINIO. DTO KOTJa IOMUMO MapoJisi HYKHO
BBOJUTH KO, MPUCHUIAEMbIi 1O SMS;

4. BpiOepu CI0KHBIN Napoib. s Kaxa0ro moYTOBOTO SIIMKA J0KEH ObITh CBOM
HAJIC)KHBIN, YCTOWYMBBIN K B3JIOMY I1apOJIb;

5. Ecmu ecTh BO3MOXHOCTh HaMCaTh CAMOMY CBOM JIMYHBIN BONPOC, UCHOJB3YH
3Ty BO3MOYKHOCTb;

6. Hcnonb3yi HECKOIBKO MOYTOBBIX AIIUKOB. [1epBbIil 11 YaCTHOW MEPENUCKH C
azgpecaramu, KOTOPBIM Thl IOBEPSEIb. ITO NEKTPOHHBIN apec HE HA0
MCIIOJIb30BaTh IPU PETUCTPALIMU Ha (OpyMax U caiTax;

7. He oTkpsiBaii haiibl U ApyTrUe BIOXKEHUS B MUChbMaX JakKe €CIIM OHU MPUIILTH

OT TBOMX JApy3el. JIyule yTouHu y HUX, OTIIPaBIIsUIM JIM OHU TeOe 3TU (ailibl;



8. Ilocne okoHuaHUs pabOTHI HA TOYTOBOM CEPBHUCE MEPE 3aKPHITHEM BKIAIKH C

caiToM He 3a0y/Ib Ha)KaTh Ha « BBIMTHY.

KuoepOovy/JIMHT WJIM BUPTYAJIbLHOE H3€BATEILCTBO

KuGepOymiuHr — npecieoBaHue COOOIEHUSIMH, COACPKAIIMMU OCKOPOICHUS,
arpeccHio, 3alyruBaHue; XyJIUTaHCTBO; COIIMAIbHOE OOMKOTHPOBAHUE C TIOMOIIIBIO
Pa3IMYHBIX UHTEPHET-CEPBHUCOB.

OcHoBHBIE cOBETHI 10 00pble ¢ KHOEPOYJIITUHIOM:

1. He 6pocaiics B 60i. Jlydmmii cmoco0: MOCOBETOBATHCS KaK ce0s BECTH U, €CIIU
HET TOTO, K KOMY MOKHO OOpaTUTKCS, TO BHAYAJE YCIIOKOUThCA. Ecii Thl HaUHEITh
OTBEYATh OCKOPOJICHUSIMUA Ha OCKOPOJIEHUS, TO TOJIBKO €III€ OOJIbIIE Pa30KKEIIb
KOH(DIUKT;

2. Ymupapisii cBoel kubeppemyTaluei;

3. AHOHMMHOCTH B ceTH MHUMas1. CyIIecTBYIOT CIIOCOOBI BBIICHUTh, KTO CTOUT 32
AHOHMMHBIM aKKayHTOM;

4. He cTout BecTH XyJUTaHCKUWA 00pa3 BUPTyalbHOU ku3HU. IHTEpHET
(buKCcUpyeT BCe TBOM JICUCTBUS M COXPAHSIECT UX. Y AAIUTh UX OyAeT KpaitHe
3aTpyAHUTEIBHO;

5. Benau cebs BexIMBO;

6. WrHopupyi enuanIHbIN HeraThB. OTHOPA30BbIE OCKOPOUTEIIBHBIE COOOIICHUS
Jy4Iie uTHOpUpoBaTh. OOBIYHO arpeccus MpeKpaniaeTcs Ha Ha4aabHOW CTaINH;

7. ban arpeccopa. B nporpammax oOMeHa MrTHOBEHHBIMH COOOIIICHUSIMH, B
COLIMAJIBHBIX CETAX €CTh BOZMOKHOCThH OJIOKMPOBKU OTIPABKH COOOIICHUN €
OTIpE/IETICHHBIX aJIPECOB;

8. Ecmu Te1 cBUAETEND KMOEpOymuHTa. TBOM AEHCTBHS: BBICTYIUTH TPOTUB
npecie0BaTesl, MOKa3aTh €My, 9YTO €0 ICHCTBUS OIICHUBAIOTCS] HETAaTUBHO,
HOJIIEPKaTh KEPTBY, KOTOPOH HYKHA MCUXOJIOTHMUYECKast MOMOIIb, COOOLIUTD

B3pPOCIBIM O (haKTe arpeCCUBHOTO TTOBEJICHHS B CETH.

MoOuanLHbIN TeJaedoH

CoBpemeHHbIe cMapT(HOHBI U TIAHIIETHI COJIepKaT B ce0e BIOJIHE B3POCIIbIN
GbyHKIIMOHAJ, ¥ TETIEPh OHU MOTYT KOHKYPHUPOBATh CO CTAIlMOHAPHBIMU

KoMIibroTepamu. OTHAKO, CPEICTB 3AITUTHI TSI IOJJOOHBIX YCTPOUCTB MOKA OYCHb



Maio. TecTupoBaHue U MOUCK YSI3BUMOCTEN B HUX MPOUCXOJUT HE TaK MHTEHCUBHO,
kak mis [1K, o sxe camoe kacaeTcst 1 MOOMIIbHBIX TTPUIIOKESHHH.

CoBpeMeHHbIe MOOUJIbHBIE Opay3epbl yKe MPAKTUYECKH JIOTHAM HACTOJIbHbBIE
aHaJIOTH, OJTHAKO paciivpeHue GyHKIMOHANa BIEUET 32 COOOU OOJIBIITYIO CIOKHOCTh U
MEHBIIYIO 3alUIIEHHOCTD.

Jlaieko He BCe MPOM3BOIUTENH BBIITYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIINE
KPUTHUYECKUE YSI3BUMOCTH JIJIsl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JIJI 0€30IACHOCTH MOOMJILHOTO TeJie(poHA:

1. Bynp octoposkeH, Beqb Korja Tede npeaiaratoT 0eciuiaTHbII KOHTEHT, B HEM
MOTYT OBITh CKPBITHI KaKHUE-TO TIaTHBIE YCIYTH;

2. Jlymaii, mpexae 4em oTnpaButb SMS, ¢hoTo mwim Buaeo. Tl TOUHO 3HACIIB, TE
OHH OyJyT B KOHEYHOM HTOTE?

3. Heo0xoauMo 0OHOBIIATH ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(hoHa;

4. Vicnonb3yil aHTUBHPYCHBIE POTPAMMBI JIJISI MOOMIIBHBIX TelIe(OHOB;

5. He 3arpy:xait npuioKeHusi OT HEM3BECTHOTO UCTOYHUKA, BEb OHU MOTYT
COJIEpKaTh BPEAOHOCHOE MPOTPAaMMHOE 00ECTICUCHHUE;

6. Ilocie Toro Kak Tkl BBIAJEIIH C CaifTa, I71€ BBOJWII JIMUHYIO HH(DOpMAIHIO,
3aiiii B HACTPOIKU Opay3epa u ynainu cookies;

7. llepuoanyecku mpoBepsi Kakue TUIATHBIE YCIIYTH aKTUBUPOBAHBI HA TBOEM
HOMEDE;

8. anaii cBOIf HOMEp MOOMIBHOTO Tese(pOHa TOIBKO JIFOIM, KOTOPBIX ThI 3HACIIIb
1 KOMY JIOBEpSEIlIb;

9. Bluetooth qomkeH ObITH BEIKIIFOUECH, KOT/Ia Thl UM HE MOJIb3yelnibcs. He 3a0biBait

WHOTJ1a [POBEPSTH ITO.

OUINMHT WJIH Kpaka JITYHbIX TAaHHbIX

['maBHas nenp GummHr - Buga MHTEpHET-MOIIICHHIYECTBA, COCTOUT B MOTYyYE€HUN
KOH()HICHIIMATIBHBIX JJAHHBIX MOJIH30BaTEICH — JIOTMHOB | mapoJieid. Ha anrnmiickom
si3bike phishing unraercs kak ¢umuHr (ot fishing — peiGHast noBis, password —
apoJib).

OcHOBHBIE COBETHI IO 0OPBHOE C PUILUHIOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu ThI TO103peBaetiib, YTO TBOSI aHKETa Obliia
B3JIOMaHa, TO HEOOXOUMO 3a0JIOKUPOBATH €€ M COOOIINUTh aIMUHUACTpATOpPaM pecypca

00 3TOM KaK MOYKHO CKOpee;



2. Hcnonb3yit 6e30macHbie BEO-CailThl, B TOM YHCIIE, UHTEPHET-MarasuHoB U
MTOMCKOBBIX CUCTEM;

3. Hcnonw3yit cinoxHble U pa3Hble Tapoiau. Takum oOpa3oM, eciiu Te0si B3JIOMAIOT,
TO 3JI0YMBIIIEHHUKH MOJTYy4YaT AOCTYH TOJIbKO K OAHOMY TBOEMY NMPOQUIIO B CETH, a
HE KO BCEM;

4. Ecnu Teds B3OMalId, TO HEOOXOUMO MPEAYNPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE 100aBJIEHBI Y TEOS B IPY3bAX, O TOM, UTO T€Os B3JIOMAIU U, BO3MOXXHO, OT
TBOET0 UMEHU OYyJIET PacCchlIaThCA CllaM U CChUIKM Ha (PUIIIMHTOBBIE CANThI;

5. VYcranoBu HanexHbil mapoib (PIN) Ha MOOMIBHBIN TenedoH;

6. OTkIr0uM coXpaHeHHe maposs B Opaysepe;

7. He oTkpsiBaii (haiiabl U ApyrUe BIOKEHUS B MUCbMAaxX Jake €CJIM OHU MPULUIH

OT TBOUX Jipy3ei. Jlydilie yTouHu y HUX, OTIIPABIISLIIN JIU OHU TeOe 3TU (alJibl.



